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Executive Summary

Our mission is to ensure that artificial general intelligence benefits all of humanity. We
advance this mission by deploying our innovations to build Al tools that help people solve

really hard problems.

As we laid out in our submission to the Office of Science and Technology Policy’s U.S. Al

Action Plan in March, we believe that making sure Al benefits the most people possible
means enabling Al through common-sense rules aimed at protecting people from actual

harms, and building democratic Al. This includes preventing the use of Al tools by

authoritarian regimes to amass power and control their citizens, or to threaten or coerce other

states; as well as activities such as covert influence operations (10), child exploitation, scams,

spam, and malicious cyber activity.

It also includes using Al to defend against such abuses. By using Al as a force multiplier for
our expert investigative teams, in the three months since our last report we’ve been able to

detect, disrupt and expose abusive activity including social engineering, cyber espionage,

deceptive employment schemes, covert influence operations and scams.

These operations originated in many parts of the world, acted in many different ways, and
focused on many different targets. A significant number appeared to originate in China: Four
of the 10 cases in this report, spanning social engineering, covert influence operations and
cyber threats, likely had a Chinese origin. But we’ve disrupted abuses from many other
countries too: this report includes case studies of a likely task scam from Cambodia,
comment spamming apparently from the Philippines, covert influence attempts potentially

linked with Russia and Iran, and deceptive employment schemes.

Al investigations are an evolving discipline. Every operation we disrupt gives us a better
understanding of how threat actors are trying to abuse our models, and enables us to refine
our defenses. We’ll continue to share our findings to enable stronger defenses across the

internet. But Al is only one part of the overall ecosystem, and OpenAl is only one part of the
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world of Al. We especially welcome the recent threat reports by our peers at Google and

Anthropic that fill out more of the picture of the Al threatscape.

Case studies

Deceptive Employment Scheme: IT Workers

Threat actors using Al and other technologies in an attempt to evolve and scale their deceptive

hiring attempts.

Actor

We identified and banned ChatGPT accounts associated with what appeared to be multiple
suspected deceptive employment campaigns. These threat actors used OpenAl’s models to
develop materials supporting what may be fraudulent attempts to apply for IT, software
engineering and other remote jobs around the world. While we cannot determine the locations
or nationalities of the threat actors, their behaviors were consistent with activity publicly

attributed to IT worker schemes connected to North Korea (DPRK). Some of the actors linked

to these recent campaigns may have been employed as contractors by the core group of
potential DPRK-linked threat actors to perform application tasks and operate hardware,

including within the US.
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Behavior

Similar to the threat actors we disrupted and wrote about in February, the latest campaigns
attempted to use Al at each step of the employment process. Previously, we observed these
actors using Al to manually generate credible, often U.S.-based personas with fabricated
employment histories at prominent companies. This time, they attempted some degree of
automated generation of resumes, and some indicators suggest operators in Africa posing as

job applicants, in addition to recruiting people in North America to run laptops on their behalf.

We detected two distinct strands of activity, likely representing two types of operator: core

operators, and contractors.

The core operators attempted to automate résumé creation based on specific job
descriptions, skill templates, and persona profiles, and sought information about building
tools to manage and track job applications. They also used our models to generate content

that resembled job postings aimed at recruiting contractors in different parts of the world.

The core operators used ChatGPT as a research tool to help inform remote-work setups. They
also engaged our models to generate text concerning the recruitment of real people in the US
to take delivery of company laptops, which would then be remotely accessed by the core
threat actors or their contractors. The threat actors researched using tools such as Tailscale
peer-to-peer VPN, OBS Studio, vdo.ninja live-feed injection, and HDMI capture loops as part
of their operations. These tools have the potential to be used to circumvent corporate security
measures, and if successful, they would allow someone to maintain a persistent, undetected
remote presence, as well as attempt to bypass some identity verification processes that rely

on live video meetings.

Meanwhile, the possible contractor operators used ChatGPT to help complete job application
tasks. They also used it to generate content that resembled messages to the core operators

inquiring about payments and about the personas used to apply for remote jobs.
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Completions

We determined that these threat actors attempted to use our models for a deceptive
operation. Specifically, they used detailed prompts, instructions, and automation loops to
generate tailored, credible résumés at scale. The table below summarizes these observed

tactics, techniques, and procedures (TTPs)

Activity LLM ATT&CK Framework Category

2
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Ao &ARMIERF (TTPs)

Automating to systematically fabricate LLM Supported Social Engineering
detailed résumés aligned to various tech job
descriptions, personas, and industry norms.
Threat actors automated generation of
consistent work histories, educational
backgrounds, and references via looping

scripts.

EED

LLM ATT&CK HEZE 231

Threat actors utilized the model to answer LLM Supported Social Engineering
employment-related, likely application
questions, coding assignments, and
real-time interview questions, based on

particular uploaded resumes.
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including advice on geolocation masking

and endpoint security evasion methods.
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working infrastructure set ups.

Impact
We cannot independently assess the success of these operations—assessing its impact

would require inputs from multiple stakeholders.

While the threat actors likely built Al into every step of their process to increase their
efficiency, it also increased their exposure. By giving us insights across their workflows, they
enabled us to share insights about these campaigns with relevant industry peers and
authorities for each stage of their activity, enhancing our collective ability to detect, prevent,

and respond to such threats while advancing our shared safety.

Covert 10: Operation “Sneer Review”

Likely China-origin activity generating social media content and internal reviews

Actor

We banned ChatGPT accounts that we detected using our models to bulk generate social
media posts consistent with the activity of a covert influence operation. Over the course of
our investigation, we also observed these accounts drafting internal performance reviews.
These accounts primarily issued prompts in Chinese and focused on political and geopolitical
topics relevant to China. One user stated in a prompt that they worked for the Chinese

Propaganda Department; however, we do not have independent evidence to verify this claim.
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Behavior

The accounts that we banned engaged in two primary workstreams. The most prolific
involved generating short social media comments in English and Chinese, with a few in Urdu.
We identified many of these comments being posted on TikTok and X, with some additional
content appearing on Reddit, Facebook, and various websites. A typical pattern involved
posting an initial comment from a “main” account—often apparently created solely for that
post—followed by a series of reply comments from other accounts. This behavior appeared

designed to create a false impression of organic engagement.
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TikTok post titled “Shutting down #USAID is just the #BEGINNING!” associated with this activity. The name of the channel,

the text of the video subtitles, and all the comments visible in this screenshot, were generated by this network using ChatGPT.

On TikTok, the commenting accounts used screen names in a variety of languages and
alphabets—often unrelated to the language of the content they posted. For example, an
account with a Korean name posted a comment in Urdu, while accounts with Thai and
Hebrew names posted comments in English that were generated by this network. On X,
commenting accounts typically used cartoon profile images and, in some cases, had names

associated with cryptocurrency.
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Tweet and comments replying to it, all generated by this network using ChatGPT.

The network was less active on Facebook. Its activity primarily involved generating names
and profile pictures for two Pages that posed as news outlets. Neither Page had any followers
or likes, and each featured only a handful of posts. One video posted to Facebook matched a
video also shared by the network on TikTok; however, unlike its TikTok counterpart, the
Facebook version was not accompanied by Al-generated comments. The video received zero
comments and only 21 shares, despite registering over 1,000 likes—figures that suggest

inauthentic engagement.
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